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Network Topography

Request from the browser

Handling by Nginx

Processing by the ghost container

Respond handling by Nginx

Returning the response to the browser



Defense in Depth

The multi-layered approach to security includes: Antivirus

Physical Controls 

Network Security Controls

Administrative Controls 

Antivirus 

Behavioral and Analysis



Identifying Vulnerabilities

File Permission Vulnerability

Understanding 
infrastructure

Vulnerability Scanner



Performing Configurations

• Access Level 7
• Read, Write and Exec Owner
• Access Level 4
• Read OnlyGroup
• Access Level 0
• Permission deniedUser



Testing

• Permission 
DeniedUser

• Permission 
Granted

Owner 
/ Group

File Permission Validation



In Conclusion:

•Data Security

•Defense in Depth

•File Permissions

•Logging and Auditing

•Continuous Monitoring

•Intrusion Detection

•Behavior Analytics


