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Request from the browser

Handling by Nginx

Processing by the ghost container
Respond handling by Nginx

Returning the response to the browser
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Detense inDepth

The multi-layered approach to security includes:

Physical Controls
Network Security Controls

Administrative Controls

Antivirus

Antivirus

Behavioral and Analysis




Identitying Vulnerabilities
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File Permission Vulnerability

.htaccess

Understandin
et infrastructure

-activate.php

-blog-header.php
-comments-post.php
-config.php
-config-sample.php

Vulnerability Scanner

gnup.php
-trackback.php
xmlrpc.php




Pertforming Contigurations

_sudo find ‘var‘www‘html‘* -tzge d -exec chmod 740 “ M

e Access Level 7

OWﬂer * Read, Write and Exec

e Access Level 4

Group * Read Only

e Access Level 0
User

¢ Permission denied




Testing

* Permission
User Denied

* Permission
Granted

File Permission Validation
: S
: wp-admin: Permission denied

Slcd wp-content

: wp-content: Permission denied

Slcd_wp-includes|

: wp-includes: Permission denied
=

root@UbuntuTHOMAS: /var/www/html/wp-includes

ml# cd wp-admin




In Conclusion:

*Data Security

*Defense in Depth

*File Permissions
*Logging and Auditing
*Continuous Monitoring
*Intrusion Detection

*Behavior Analytics
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